ELEXON

DIP L3/L4 Validation requirements — DIP Manager Guidance Note

Data Integration Platform (DIP) Manager

Owner/author DIP Manager Purpose of paper Information
Classification Public Document version 1.5

Date 17 March 2026

Summary Guidance on formation of L3/L4 validation responses
Introduction

This guidance note supplements the details of L3/L4 validation described in the Elexon DIP Rules specifically DS002
Annex 2 — Detailed DIP Operational Requirements (DIP Rules - DSD002 Annex 2). The aim of the file note is to
provide guidance on the use of Response codes in L3/L4 validation patterns, which are not currently reflected in code
and were previously described in the MHHS-DES138-Interface Catalogue.

The issue of L3/L4 validation and the ownership of the different response codes (RCP codes) was discussed at the
MHHS Expert Group. One of the recommendations coming out of the meeting was that the DIP Rules would be the
appropriate place to capture the exchange of L3/L4 validation messages and the corresponding response codes. To
this end, DIP Manager Change Request will be raised by the DIP Manager to ensure the update to the DIP Rules
follows the appropriate governance process via DCAB.

The guidance note also acts as a reminder to Market Participants of the DIP design and the use of Status Messages as
since go-live we have seen Market Participant systems not conforming to the design.

This guidance covers examples of how issues arising from L3/L4 validation should be resolved but methods of
Participant-to-Participant communication are out of scope.

In addition, the proposal is to undertake a wider review of the L3/L4 validation checks under the same DIP Manager
DCAB change proposal (DCR0014) to confirm where efficiencies could be identified and implemented.

Version History

Version 1.1 adds a reminder regarding the correct setting of Sender and Recipient Ids within DIP messages

Version 1.2 updates after review comments from DIP Users including removal of ‘Unexpected’ values from
table 1 (unexpected would require context and definition)

Also describes the idea behind quantitative cf. qualitative checks and adds a corresponding
indicator to Table 1.

Version 1.3 updates following code bodies, programme design and DIP Manager review meeting. Also
introduces a lookup table that describes the applicability of the RCP Codes 1021, 1022, 1023,
1061 & 1062 by interface.

Version 1.4 Updates after review from MHHS programme & code bodies
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https://bscdocs.elexon.co.uk/data-integration-platform/dsd002-annex-2-detailed-dip-operational-requirements

Requirements

The requirements for Participant L3/L4 validation are taken from the End-to-End requirements and form part of the PIT
evidence in the MHHS qualification process. All the requirements are rated MUST and required for qualification:

Schema Services shall undertake Level 3 message validation including structure, and the
E2E0201 s format of individual data fields/elements shall be performed against the appropriate
validation e . . .
message schema definition of all interface interactions.
E2E0207 Message When sending messages all services shall use the http response of the API
Receipt transaction to establish whether a message has been received by the DIP
. When Level 3 validation fails, e.g. when payload contents cannot be reconciled
E2E0203 | E Report
fror Reporting (schema validation), a response with the corresponding error code shall be reported
back to the DIP via the http response in the webhook callback

In addition, there are requirements around the performance requirements around the timing for L3 and L4 validations:

All Services shall provide an initial synchronous response (Level 3 validation) to a

Level 3 message within the following timeframes:
Processing - up to average hourly volume, mean response time of 2s or less
E2E1003 Times - up to average hourly volume, 90th percentile response time of 4s or less
- from average hourly to peak hourly volume, mean response time of 5s or less
(synchronous) - from average hourly to peak hourly volume, 90th percentile response time of 8s or
less
All Services with the exception of Helix (VAS,MDS,LSS,ISD) and LDSO Services
shall provide an asynchronous response (Level 4 validation) to a message within the
following timeframes
- up to average hourly volume, mean response time of 6s or less
- up to average hourly volume, 90th percentile response time of 12s or less
- from average hourly to peak hourly volume, mean response time of 10s or less
Level 4 - from average hourly to peak hourly volume, 90th percentile response time of 16s or
E2E1009 | Processing less
Times
(Asynchronous) Helix Services (VAS,MDS,LSS,ISD) shall provide an Asynchronous response time of

10 minutes or less.

All LDSO (DNO and iDNOs) roles, namely Registration Services, UMSO & LDSO
shall provide an asynchronous response (Level 4 validation) to a message within the
following timeframes - 60 minutes or less (within normal operating hours) in
accordance with the MHHSP_OPCO001_Operational_Choreography
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Guidance

1.1
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1.2.1

1.3
1.3.1

1.3.2
1.3.3

22

Level 3 - Synchronous Webhook Response
Issues have arisen with Level 3 validation on the Production system since M10.

Webhook Time-Outs

During busy periods, particularly during the Secure Active Window, participant webhooks have been timing out
and are failing to reach the performance requirements (E2E1003 — see above) in terms of response times.
When attempting to communicate with a Participant webhook, the DIP will time-out the transaction after 10
secs if no response is received. This has meant that the DIP will resend messages, and more than often than
not, these messages have already been received and hence getting a duplicate SUR with the second
message.

It is important that participant systems need to scale in order to cope with the increased load during busy
periods.

Incorrect Response Codes and messages

Participant systems are not responding with the HTTP response codes as defined in the DIP swagger — see
appendix 1.

E.g. Incorrect response codes 207 instead of 400 for duplicate Sender Unique Reference have been used.

It has been noted that these codes are not currently in the DIP rules — as part of DCR0014 this omission will be
fixed.

It is important that participant systems need to return the correct HTTP response codes in webhook responses
(see Tabled).

Level 4 — Asynchronous Responses

Participants have not been following the guidance for the formatting of the Status Messages being sent due to
L4 validation and this consequentially has an impact on downstream systems as they are unable to interpret
the messages sent. See section 3 below on Status Message Guidance.

It is important that participant systems need to always return a fully formed Status Message.

Also, Participants need to remember that they have an obligation to undertake the validation checks on each
message channel. Validation can either take place at either Level 3 or Level 4; however, all checks MUST be
undertaken. The expectation is that these will be a mixture of L3 and L4 as it is very unlikely, especially if your
architecture contains a DIP adaptor, that all checks can be undertaken at the adaptor level. Table 1 in appendix
1 below outlines the L3/L4 checks that need to be undertaken

Participant systems need to perform all validation checks either at L3 or L4 on all relevant messages (see
Table 1)

Status Message Guidance

The guidance for populating Status Messages was described MHHS-E2E001 End-to-End Solution Architecture
document. The Status Message is either sent in the response as L3, or as a Status Message for L4, the format
is the same for both:

L Mandatory/
i Description
Field escriptio Optional
Transaction Id Transaction Id of the original message the DIP M
Sender Unique Reference Sender Unique Reference of the original message o
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3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

Field Description gs;g:;)w’
Correlation Id Correlation Id of the original messages (where available) o
Sent Timestamp Sent timestamp of the Status Message M
Sender Id Logical Sender of the Status message M
Recipient Id Recipient of the Status message, which will in most cases bfe the Sender c:f the original M
message. It the message is directed at the DIP then DIP Id ‘00000000000’ should be used

DIP Connection Provider Id Physical sender of message (where different to Sender id) o
Message Information regarding subject of message M
Service Ticket URL URL to create/view appropriate service ticket — not implemented at present N/A
Help Help text 0

The following fields need to be included as a minimum when sending back an L4 response. Without these
fields messages cannot be correctly identified against the correct message and relayed to the relevant party:

i Transaction Id

ii Sender Unique Reference

iii Sender Id
iv Recipient Id
% Message

The Message field in the response contains the result of the validation check undertaken by the message
recipient.

The “Message” text is a concatenation of both the Error Code and the Generic Text taken the from the
message list in Table 1, e.g. “RCP1061 - MPAN Invalid or Unknown”.

When the “Message” text is formed, the guidance is that the Error Code and the text need to be separated by a
space — hyphen — space, i.e. " -"

The “Message” text is taken from the messages that were defined in the MHHSP- DES138 Interface Catalogue
and included in Table 1 of Appendix 1.

The “Help” text is freeform and should convey other information about the error condition, e.g. specific MPAN
details.

Reminder — the Sender Id reported in the Status Message needs to be set to DIP Id of the sender of the
Status Message and NOT the sender of the original message that the status message is in response to.

Reminder - the Recipient Id needs to be set to the Recipient of the Status Message and NOT the
recipient of the original message. Where the target of the message is the DIP rather than the original
send the Recipient Id needs to be set to the DIP, i.e. DIP Id ‘0000000000’, e.g. for duplicate message
errors.

Reminder — MSGXXXX codes are solely meant to be used by the DIP for L1/L2 validation, all L3/L4
validation codes, sent by message recipients should use the RCPXXXX sequence of codes.

Any message/response, sent/received to/from the DIP, the context of the Sender/Recipient roles within the
message is ALWAYS within the context of the specific message be it an IF-xxx or a Status message.

L3/L4 Checks

To assist with the definition of the L3/L4 validations, a new categorisation has been added to the individual
checks and defines them as either being Quantitative or Qualitative. Qualitative and Quantitative are defined as
follows: Quantitative check - all parties have the same consistent view and hence can undertake an identical
check, whilst Qualitative check - not all parties have the same view to undertake the check and hence the
results of the check may differ.
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A new column has been added to Table 1 to classify each of the checks as either Qualitative or Quantitative
has been added.

Distributed quantitative checks can be undertaken by multiple recipients as there should not be any
discrepancies in the validation result.

Qualitative checks should only be used sparingly, or they need to be centralised (in the DIP). If there are
multiple recipients of a message, and a clear qualitative check needs to be undertaken, then this needs to be
done via the L5 pattern (e.g. IF21/IF14 MDS being that party, or the REGS service in many of the registration
flows). The creation of new L5 messages is not proposed for the L3/L4 checks below as it would involve
creating brand new message flows.

Table 1 defines the behaviour of the L3/L4 checks across all interfaces, however, there are some codes
(RCP1000, RCP1061, RCP1062, RCP1063 & RCP1064) that need definition at interface level. These are

described in table 2.
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Appendix 1. MHHS Response Codes

Table 1 below details all the Response Codes that are within the current scope of L3/L4 validation. The Mandatory/Conditional/Optional (M/C/O) column denotes whether
the check is mandatory, conditional or optional. Some of the codes are marked as conditional because the checks referenced can be accomplished within swagger
validation and therefore would not need to be explicitly checked as this check have already been undertaken.

M/C/O Column
M Mandatory
Conditional, the check could be covered by a schema
C validation check
0] Optional

§ Quantitative/Qualitative Classification - Qn = Quantitative; QI = Qualitative
As part of DCAB CR0014 both tables 1 & 3 will be incorporated into the DIP rules.

Table 1 — List of Level 3/4 Response Codes

MHHS

Response gln(/§) M/C/O
Code Message Description Usage Guidance
RCP0000 Message Success Used in response body of a 201 L3 response. M

Used when unspecified error is trapped.

The recommendation is that this response
code is used sparingly as it is generic and does
RCP1000 | Message Processing Failed Generic / Catch All not provide any indication of what the issue Ql 0]
is. If used, the help text within the message
should provide guidance as to what the error
relates to and a clear mitigation path for
resolution.
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Message is malformed and failed to complete schema

the future

the message is in future

Additional guidance is that participants
should apply a tolerance on this check as it
has been observed that there is a risk that
this is created erroneously in some
circumstances where there is only a small

RCP1001 | Schema Failure e L ) . Qn
Validation Validation failure against the swagger.
RCP1002 Interface 1D Invalid !nterface ID (..(?ommonI?Iock.SO.lnt.erfaceID) provided | Would expect this to be captured by generic an
in the message is not valid / recognised schema failure (RCP1001)
Event Code (..CommonBlock.S0.eventCode) provided
RCP1003 Event Code Invalid or Missing | in the message is not valid or does not link to IF ID Would expect this to be captured by generic Qn
provided schema failure (RCP1001)
Only the list of valid enumerations is
Environment code presented in the Swagger hence Participants
Environment Code Invalid or (..CommonBlock.S1.environmentTag) contained in need to undertake the check. They can edit
RCP1004 . . . Qn
Missing the message does not match the environment the the swagger to set the enumeration to a
message was presented to single value hence it could be trapped by a
generic schema failure (RCP1001)
Schema Version Invalid or Not Schema version (..Comm.onBIock.SO.sc.hema}/ersmn) Would expect this to be captured by generic
RCP1005 . provided in the message is not compatible with the . Qn
Compatible . schema failure (RCP1001)
current schema in use
Duplicate Sender Unique Reference check is
. mandatory.
. sender Unique Reference . . In the DIP Manager backlog there is an item
Sender Unique Reference (..CommonBlock.S1.senderUniqueReference) is not .
RCP1006 . . to add regex pattern to Sender Unique Qn
Missing or Duplicated populated or has already be processed by the DIP for Reference
that Participant ID Also, please see DIP Manager Guidance Note
on Duplicate Message handling
Sender Sent Date/Time Invalid Sent Date/Time Would expect this to be captured by generic
RCP1007 . (..CommonBlock.S1.senderTimestamp) provided in p P Ve Qn
or Missing ) . schema failure (RCP1001)
the message is not a valid format or not populated
All participants should be performing this
check. This check is not performed centrally
by the DIP. This could be re-reviewed in the
future via a new Change Request being raised
N Sent Date/Time and progressed (If required)
D
RCP1008 Sender Sent Date/Time is in (..CommonBlock.S1.senderTimestamp) provided in Ql

© Elexon 2026
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variation in timestamps between participants
which leads to false positives. Suggest
participants apply an up to 1 minute
tolerance on these times before raising this
Response Code to avoid this.

Sender DIP ID Invalid or

Sender DIP ID (..CommonBIlock.S1.DIPID) Invalid or

Missing value would be trapped by generic
schema failure (RCP1001). Invalid would be

Missing

provided in the message is not valid or not populated.

Invalid value would be when Publication Id
and Interface Id are not aligned.

RCP1009 . o an incorrect value i.e. not expecting a Qn M/C
Missing Missing .
message from this sender, hence not a
schema failure
All participants should be performing this
RCP1010 | Sender Role Invalid or Missing Send.er Ro.le. (..CpmmonBIc.>ck.Sl.se.nderRoIeID) check. This check is not performed by Qn M
provided is invalid or Role is not valid for message
Swagger.
Missing value also trapped by generic schema
RCP1021 M§g .Mandatory Data ltem failure (RCP1001). See table 3 for interface Qn C
Missing L
applicability.
Enumerations exist in swagger hence these
RCP1022 Msg Contains Invalid Value for | Value of data item provided is not in the list of valid can be trapped via a RCP1001, however those an c/o
Value Restricted Field values/ISD for that data item defined external to the swagger, e.g. ISD,
EMDS. See Table 3 for interface applicability.
Msg Contains Invalid Valid Can also be used for instances where Date/Time fields WOUld expect t.hls type of error to be trapped
RCP1023 o ) . via a schema failure RCP1001. See Table 3 for | Qn C
Value Combination(s) are not populated/formatted per the design guidance. | . N
interface applicability.
- D .
RCP1041 Recipient | Inval!d,. Recipient Id is used in status messages. Status message check only Qn M
Unexpected or Missing
Missing value also be trapped by generic
— , . . schema failure (RCP1001). Invalid would be
RCP1042 Publication ID Invalid or Publication Id (..CommonBlock.DO.publicationID) an incorrect value hence not a schema failure. | Qn C
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Transaction Id (..CommonBlock.DO.transactionID) - :
RCP1043 DIP Txn ID Invalid or Missing provided in the message is not a valid format or not x:::,:i \fl:illtt:ea:;rz:gic;c(r)al?'ped by generic Qn
populated
RCP1044 DI!D Txn Timestamp Invalid or ITEZ?gfnnBT:)TE.SI;STrZnsactionTimestamp) provided Invalid/missing value could also be trapped by an
Missing . . . RCP1001.
in the message is not a valid format or not populated
. - Schema version
RCP1045 EllJl’:uTr);n Timestamp is in the (..CommonBlock.DO0.transactionTimestamp) provided | Suggest a 1-minute tolerance al
in the message is in the future
DIP Correlation ID Invalid, Schema vgrsmn (..Comm‘onBIock.DQ.correIat|on|D) If a correlation ID was unexpected then would
RCP1046 L provided in the message is not a valid format or not . Qn
Unexpected or Missing be ignored.
populated
. . Invalid value would be trapped by generic
RcP1047 | Replay Indicatorinvalid or schema failure (RCP1001). Raised if received a | Qn
Unexpected
replayed message when not expected.
Response Codes needs to be checked as per
the design. The following interfaces IF-006, IF-
008, IF-020, IF-026 IF-028, IF-032, IF-034, IF-
039 & IF-061 the Response code should only
be either ‘A’ or ‘R’ (accept or reject) (or can
Schema version (..CommonBlock.R0O.responseCode) is | be ‘X’ is the data are obfuscated). For IF-014
. not within the defined set. the response code can either be ‘R’ or ‘W’
RCP1051 RO Response Code Invalid (For IF-034 & IF-035 (Reject or Warning). For IF-035 the Response Qn
(..CustomBlock.B007.responseCode)) code should only be either ‘A’,’R" or ‘L’
(accept, reject or lapsed) (or can be X’ is the
data are obfuscated). Not currently enforced
by a schema check as the Response Code type
is enumerated against the superset of codes
(‘A"VRL W, X))
RO Response Code Response Code is 'Accepted' but error conditions also
RCP1052 Inconsistent with Error provided, Response code is 'Rejected' but no error Need to be checked as per design. Qn
Condition(s) conditions exist
This error message should be issued by the recipient
. in any circumstances where the MPAN Only to be used in limited processes - See
RCP1061 MPAN Invalid or Unknown (..CommonBlock.M0.MPANCore or Table 3. Ql
..CommonBlock.M1.principalMPAN)

© Elexon 2026
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PUB Unexpected given MPAN

Unexpected message within context of business

Only to be used in limited processes - See

RCP1062 Process Status/Condition process Table 3. Ql
. Used to allow Registration Service to reject IF-034
M Data Content Diffi

RCP1063 froe:iﬁst I:sjedogreEr; eclzteecgs containing inconsistent data from that issued in PUB- | Only to be used by REGS role for rejecting IF- | Ql
P 033 034 messages; BSCP706

RCP1064 MDR provided not valid Used tco.allc?w Rgglstratlon Service to reject IF-034 Only to be used by REGS role for rejecting IF- al
containing invalid MDR 034 messages; BSCP706

RCP9999 | Message Signature Invalid Signature provided in message is invalid Can be reported by a 403 response Qn

Table 2 - RCP Codes 1021, 1022, 1023, 1061 & 1062

The codes covered in table 3 are as follows:

RCP1021

RCP1022

RCP1023

RCP1061

RCP1062

© Elexon 2026

Msg Mandatory Data Item Missing

Msg Contains Invalid Value for Value Restricted

Field

Msg Contains Invalid Valid Value Combination(s)

MPAN Invalid or Unknown

Invalid MPAN- is unknown or has a status (Migrated/Reverse Migrated) at which

the IF type is not expected.

Unexpected message within context of business

process
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Table 3 - Application of RCP Codes 1021, 1022, 1023, 1061 & 1062 by interface
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RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence
o ) [ChangeOfSupplier] N N N
IF-001 Notification of Change of Supplier — - -
[InitialRegistration] N N N
IF-002 Notification }gfyr%t?gﬁpher of Site [GainMPANInfo] N N N
o _ _ [ReverseMigNotification] N N N
IF-003 Notification of Revgrse Migration and [MSDeAppRM| N N N
Deappointment
[DSDeAppRM] N N N
IF-004 Comms Hub Information (Optional) [CommsHublnfo] Y Y N
[Meterlnstall] Y Y N
_ _ [MeterRemoval] Y Y N
IF-005 Metering S‘;r;’éﬁsetgg(?nu'odates to [MeterExchange] Y Y N
[MeterUpdate] Y Y N
[MeterHistoryUpdate] Y Y N
[Meterlnstall] N N N
[MeterExchange] N N N
IF-006 Notification of Meterln_g Serwce MTD [MeterRemoval] N N N
Update to Registration
[MeterUpdate] N N N
[MeterHistoryUpdate] N N N
o [EnergisationStatusFailure] Y Y N
IF-007 Change of Energisation Status Outcome —
[EnergisationStatusChange] Y Y N
Registration Service Notification of N
IF-008 Change of Energisation Status [EnergisationStatusChange] N N N
o _ _ [MPANDisconnection] N N N
IF-009 Notification of Meterln_g Sel_'wce MTD [MPANReconnection] N N N
Update to Registration
[CSSDeRegistration] N N N
Confidential




RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence
IF-013 MDS Defaults Applied [ActivePowerDefaulted] N N N
IF-014 UTC Settlement Period Consumption [ActivePowerRejected] N N N
Data (Warnings & Rejections) [ConsumptionOnDeEnergisedMPAN] N N N
) Request Historic Consumption Replay .
IF-015 (ADV Sites only) [ConsumptionReplay] N N N
[ActivePower] Y Y N
[ReactivePower] Y Y N
IF-016 Settlement Period Consumption Data - [ActivePowerRejected] Y Y N
REPLAY
[ActivePowerDefaulted] N N N
[ConsumptionRequestRejected] N N N
[AddressChg] N N N
[GSPChg] N N N
Notificati f Reqistration Data It [GDUQOSTariffDChg] N N N
IF-018 otification o Cr:agr:sg; ion Data Item [DomPremind] N N N
[EnergyDirection] N N N
[DCCEnrolment] N N N
[MUMIndicator] N N N
[LinkedImportExportCase] Y Y N
[LinkedImportExportAdd] Y Y N
L . ) [LinkedImportExportRemove] Y Y N
IF-019 Maintain MPAN Relationships

[RelatedCase] Y Y N
[RelatedAdd] Y Y N
[RelatedRemove] Y Y N
[LinkedImportExportCreate] N N N

IF-020 Maintain MPAN Relationships Outcome
[LinkedImportExportAdd] N N N

© Elexon 2026
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RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence
[LinkedImportExportRemove] N N N
[RelatedCreate] N N N
[RelatedAdd] N N N
[RelatedRemove] N N N
[ActivePower] Y Y N
IF-021 UTC Settlementgaetgod Consumption [ReactivePower] Y Y N
[LSSPeriodData] Y Y N
IF-022 LSS Period Data [LSSTotalsData] N N N
IF-023 LSS Totals Data [SN-Vacant] N N N
[SN-NoComms] Y Y N
[SN-RemoteEnabled] Y Y N
[SN-RemoteDisabled] Y Y N
IF-024 Supplier Advisory Notification to DS
[SN-SupplierAC] Y Y N
[SN-OffPeakDec] Y Y N
[ConsentGranularity] Y Y N
[IHDInfo] Y Y N
IF-025 Supplier Updates to Registration [SMS(_D] M M N
[SSCandProfileClass] Y Y N
[ConsentGranularity] Y Y N
[IHDInfo] N N N
IF-026 Registration S_ervice Notification of [SMSQ] N N N
Supplier Data Chg [SSCandProfileClass] N N N
[ConsentGranularity] N N N
IF-027 Consumption Amendment Request [ConsumptionAmendment] Y Y N
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RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence
IF-028 Consumptlor;?Amendment Request [ConsumptionAmendment] Y Y N
esponse
IF-031 Supplier Service Provider Appointment [MSApp] Y Y N
Request [DSApp] Y Y N
IE-032 Supplier Service Provider Appointment [MSApplInitialResp] N N N
Request Response [DSApplnitialResp] N N N
IF-033 Registration Service Request for [MSAppSPRequest] N N N
Service Appointment [DSAppSPRequest] N N N
[MSAppSPResponse] Y Y N
IF-034 Service Prowdgr Appointment Request [DSAppSPResponse] Y Y N
esponse
[SDS-MDRUpdate] Y Y N
[MSAppAccepted] N N N
[MSAppRejected] N N N
[MSAppLapsed] N N N
[DSAppAccepted] N N N
Registration Service Appointment .
IF-035 Status Notification [DSAppRejected] N N N
[DSAppLapsed] N N N
[IMS-SendMTD] N N N
[SDS-MDROutcome] N N N
[DCC-MDROutcome] N N N
IF-036 Registration Service Notification of [MSAppActive] N N N
Service Appointment & Supporting Info [DSAppActive] N N N
[MSDeApp] N N N
IF-037 Registration Service Notification of [DSDeApp] N N N
Service De-Appointment [MSDeAppUpdate] N N N
[DSDeAppUpdate] N N N
IF-038 Customer Direct Contract Advisory [DirectContractMSAdd] Y Y N

© Elexon 2026
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RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence

[DirectContractDSAdd] Y Y N
[DirectContractMSRemove] Y Y N
[DirectContractDSRemove] Y Y N
[DirectContractMSAdd] N N N
IE-039 Customer Direct Contract Advisory [DirectContractDSAdd] N N N
Response [DirectContractMSRemove] N N N
[DirectContractDSRemove] N N N
IF-040 Notification of Annual Consumption [AnnualConsumption] Y Y N
[ReadingRemv] Y Y N
[Readinglnstl] Y Y N
[ReadingEnergisationChg] Y Y N
[ReadingCOR] Y Y N
[ReadingOnSite] Y Y N

IF-041 Smart / Advanced Readings -
[ReadingCOS] Y Y N
[DSEstimate] Y Y N
[SupplierAgreedCOS] Y Y N
[ReadingOverride] Y Y N
[ReadingRemote] Y Y N

Registration Service Notification of .
IF-043 Change of Connection Type [ConnectionTypeChange] N N N
Registration Service Notification of
IF-044 Change of Segment [MarkletSegmentChange] N N N
[InvalidMarketSegment] N N N
045 Registration Service Reminder [ConsentGranulartiylnvalid] N N N
Notification [NoMSAppointed] N N N
[NoDSAppointed] N N N
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RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence
Notification of the Publication of a
IF-047 Downloadable Asset [1SD] N N N
[MPANCreation] N N N
IF-050 EES Updates [MPStatusChange] N N N
[GreenDeal] N N N
IF-051 EES Data Refresh [EESRefresh] N N N
IF-061 MDR Start Request [MDRStart] N Y N
IF-062 MDR Start Request Response [MDRStartResponse] N Y N
IF-063 MDR Stop Request [MDRStop] N Y N
IF-064 MDR Provide Consumption [MDRConsumption] N Y N
[ReadingRemote] N Y N
) ) [MDRInstantaneous] N Y N
IF-065 MDR Request / Provide Meter Reading
[MDRTOU] N Y N
[MDRConsumption] N Y N
Supplier report fo DUoS - aggregated
REP-002 data [DUoSSupplierAggData] N N N
Embedded Network report for DUOS -
REP-002A aggregated data [DUoSEmbeddedLDSOAggData] N N N
LDSO report for DUoS - aggregated
REP-002B data [DUoSLDSOAggData] N N N
BM Unit Allocated Demand Volumes to [BMUnitAllocatedDemand
REP-003 Suppliers VolumesToMarketParticipants] N N N
Aggregated BM Unit Allocated Demand [AggregatedBMUnitAllocatedDemand
REP-003A Volumes to Suppliers Volumes] N N N
REP-004 Supplier Deemed Take Report [SupplierDeemedTakeReport] N N N
Aggregated Uncorrected volumes by [UncorrectedConsumptionAndLossesBy
REP-006 CCC to Suppliers CCCID] N N N
REP-007 VAS exception report to Suppliers [BMUnitDefaultsToSuppliers] N N N
REP-008 MDS Exception Repor to LDSOs [LDSOLLFDefaultData] N N N

© Elexon 2026

Confidential

Page 16 of 22




RCP1021 - RCP1061 - RCP1062 -
Interface Interface Name Event Code(s) RCP1022 - Invalid MPAN Out of
RCP1023 Sequence
REP-009 EMRS report for Suppliers [EMRSReportForSuppliers] N N N
REP-900 Distribution Invoice [DUoSSupplierinvData] N N N
REP-901 Aggregated DUoS Charges [DUoSEmbeddedLDSOAgginvData] N N N
[DUoSSupplierAgglnvData] N N N

All codes can be either L3 or L4 (except RCP0000 as success at L4 is not published). The choice of L3 or L4 is at the discretion of the system implementor. If the check is
accomplished at L3 then the HTTP response code comes into scope (Table 4), only RCP00QO0 is associated with a 201 (success), all other codes are seen as errors.
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Level 3 Validation

The callback response contains the outcome of the Level 3 validation undertaken by the recipient, the return code the result of the overall transaction and the response
body details of the individual messages/events.

Each connection will result in a HTTP return code that will indicate the success or otherwise of the complete transaction (table 4). The list of response codes is also
available in the swagger definition. The DIP retry and retry behaviour columns presents the pattern of behaviour that the DIP will undertake in the event of an error code.
The current DIP retry behaviour is under review between DIP Manager and Avanade.

Table 4

Reason /Action Retry Behaviour
Retry

2xx  Successful

201 Messages Messages successfully received by
Created Recipient and passed L3 validation.

207 [Some No Some messages successfully received|The DIP will Yes; those
Messages by Recipient and passed L3 automatically send messages
Created validation. status messages for failing

those messages failing validation
validation

2xx  [Other 200 Participant systems should only send
messages 201 or 207 messages

4xx  Client
Errors

400 [Bad Request |no Malformed messages or HTTP Header(The DIP will Yes

content. automatically send
status messages for
those messages failing
validation

401 Unauthorised |no Issues related to Message Ensure certificate If participant believes [No
Error Signing Certificates, validity; check cert has [issue is fixed then

Header problems or Account Issue not expired. If request messages to
Confidential
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(this includes any errors related to the
X-API| Key).

problem persists contact]
DIP 1st line support

be resent via DIP
replay

callback via APl/portal.
If still unsuccessful
contact 1st line DIP

request messages to
be resent via DIP
replay

support

403  |Forbidden no Issues related to TLS Certificates Contact DIP 1st line If participant believes |No
(including authentication failures), support issue is fixed then
alongside other general 403 related request messages to
issues i.e., could be IP blocking be resent via DIP

replay
404  [Not Found |no Resource not found Resource could be If participant believes |No
temporarily unavailable, fissue is fixed then
hence assume a request messages to
periodic retry. If be resent via DIP
problem persists contactreplay
DIP 1st line support
405  |Method Not |no Requested method unsupported IAssume significant If participant believes |Yes
Allowed issue with participant  [issue is fixed then
system. Contact DIP 1stfrequest messages to
line support be resent via DIP
replay
406  |Not no Requested method unsupported IAssume significant If participant believes |Yes
Acceptable issue with participant  |issue is fixed then
system. Contact DIP 1stfrequest messages to
line support be resent via DIP
replay
408 |Request yes [System timeout waiting for resource The DIP will adopt a No
Timeout retry with an
exponential back-off
whilst attempts to rectify|
the issue are made
413  |Payload Too |no Request is too large Participant can reduce |If participant believes |No
Large for firewall/gateway size of webhook issue is fixed then
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429  [Too Many yes |Rate limiting in force. IAssumption is that the [The DIP will adopt a No
Requests participant system has |retry with an
implemented some rate |exponential back-off
limiting on their
gateway
4xx  |Other 400 The DIP is not expecting to receive Contact DIP 1st line
messages any other 400 message support
5xx  Server
Errors
500 |Internal yes
Server Error
The DIP will adopt a
The DIP is aware that it . retry with an
has encountered an error with the sCL?;;?)(r:: DIP 1st line exponential back-off No
Participant system. whilst attempts to rectify|
502 |Bad yes the issue are made
Gateway
503 |Service yes
Unavailable
504 |Gateway yes
Timeout
505 [HTTP no Contact support
\Version Not
Supported
5xx  |Other 500 The DIP is not expecting to receive
messages any other 500 message

Table 4 has been lifted from the MHHS-E2E001- End -to End Solution Architecture v3.8.
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Response Body

The response uses the common Standard Response body (the same is used for the Status Message)
Field Description
Transaction Id Unique DIP transaction Id
Sent timestamp DIP Receipt timestamp

Sender Unique The original Sender Unique Reference

Reference
Sender ID The Sender of this message, i.e. the recipient of the incoming message.
Correlation Id Correlation ID relayed back (optional)
Recipient of the message, i.e. Recipient of this message most likely to be the
Recipient Id Sender of the corresponding incoming message. If a DIP issue, then the
recipient is the DIP and use DIP Id ‘0000000000’
DCP Id DCP (optional — used if the Sender uses a DCP)
Message Information on the message status
Help Extra help information

Service Ticket URL Not implemented
Where a field is not written/available/optional, then a null value needs to be written.
3. Response Body Examples

The response body of the HTTP call will deliver a response back to DIP indicating the success or otherwise of processing each message received.
In the first example below, one messages is successfully received: the first accepted and the second rejected:

Accepted message response:

HTTP/1.1 201 Messages Created

Content-Type: application/recieveEventCallback+json
{ "recieveEventCallback": { "version": "1.0" 1},

{

"messageArray": [

{
"transactionID": "T-IF-004-2399990036-SUP-20251016-667B277A6C95B000",

"senderUniqueReference": "S-IF-004-2399990036-SUP-20251009-123456811",
"correlationID": null,
"sentTimestamp": "2025-10-09T14:43:45+00:00",
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1y

"senderID": "2399990036",
"recipientID": "0000000000",
"DIPConnectionProviderID": null,
"message": "RCP0O0O0OO - Message Success",
"help": null,

"serviceTicketURL": null

"timestamp": "2025-10-16T10:43:16+00:00"

Rejected message response:

HTTP/1.1 400 Bad Request
Content-Type: application/recieveEventCallback+json
{ "recieveEventCallback": { "version": "1.0" },

{

"messageArray": [

{

I

"transactionId": "T-IF-005-1234567890-SUPP-20220313-1234cC",

"senderUniqueReference": "S-IF-005-1234567890-SUP-20220313-12345687a1234567a",
"correlationID": "CI-20220313-1234567890123abcel23092",

"sentTimestamp": "2022-03-13T19:05:00+00:00",

"senderId": "0000000000",

"recipientId": "1009012346",

"DIPConnectionProviderId": null,

"message": "RCP1008 - Sender Sent Date/Time is in the Future"

"help": "Sender date/time is beyond the current date/time",

"serviceTicketURL": null

"timestamp": "2022-03-13T19:05:05+00:00"

For further information please contact the DIP Manager at DIPManager@Elexon.co.uk
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